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This form must be used when self-certifying Information and Communication Technology (ICT) systems for the protection of unclassified Treaty Articles under the Defence Trade Cooperation Treaty (the Treaty).
COLLECTION, USE AND DISCLOSURE OF BUSINESS AND FINANCIAL INFORMATIONThe business and financial information you provide in your application will be treated as confidential. This information may be used to administer export controls, counter proliferation and control arms. We will not disclose this information to third parties for any other purpose, unless you have provided your consent or we are otherwise authorised to do so by law.
 
COLLECTION, USE AND DISCLOSURE OF PERSONAL INFORMATION
The personal information you provide in this application form is being collected by the Department of Defence for the purpose of administering the Defence Trade Controls Act 2012.The information you provide will be used to assess your self-certification of ICT in accordance with the Defence Trade Controls Act 2012. Defence may also use the information when undertaking other functions including compliance activities under the Defence Trade Controls Act 2012. Defence may provide some or all of the information to other Australian Government agencies including law enforcement and intelligence agencies. Defence may provide some or all of the information to the United States Government.  Defence will not disclose your personal information beyond these circumstances unless authorised to do so by law.      The Department of Defence has a Defence Privacy Policy. The Defence Privacy Policy contains information on how an individual may apply for access to their personal information and how an individual may apply to have their personal information amended. The Defence Privacy Policy also contains information for individuals on how to make a privacy complaint to Defence if they consider Defence may have breached the Australian Privacy Principles. A copy of the Defence Privacy Policy can be found at www.defence.gov.au. For more information, the Defence Privacy Officer can be contacted by email at defence.privacy@defence.gov.au. 
IMPORTANT
All questions with (*) must be completed prior to submitting this form.
 
This self-certification declaration is not valid for any other purpose outside of the Australian Community. Complete one declaration form for each facility.
If you require further assistance please contact the US Trade Treaty team on 1800 00 57 57 or by email at exportcontrols@defence.gov.au. 
Part 1. Australian Community member applicant
Part 2. Facility Details
Are you the owner of the facility detailed above? *
Part 3. ICT Protection Principles
Provide details on how your company meets the ICT protection principles below. Some examples are included below however these should be expanded on to reflect the measures implemented to meet the principles.
Principle 1 - Identification and Authentication
Ensure that access to an ICT system is limited to users and devices that are authorised to access it by adopting appropriate identification and authentication practices and controls.
All terminals with access to Treaty Articles require a password to log on, or, Treaty Articles are stored separately (isolated on, or external to network) and password protected? *
All terminals auto-lock after 5-10 minutes of inactivity? *
Company has an ICT policy regarding system use and access? *
Principle 2 - System Access
Protect the confidentiality, integrity and availability of information on systems by limiting authorisation to those with appropriate security clearances, briefings and a demonstrated need-to-know.
A company ICT administrator controls system access through user authorisation? *
A company ICT administrator ensures that only personnel that have been approved by Defence are permitted to have an account created for access to systems storing Treaty Articles? *
Company has an ICT policy regarding password creation and maintenance? *
Principle 3 - Event Logging and Auditing
Detect and attribute any violations of information security policy by maintaining, auditing and ensuring the availability and integrity of event logs.
ICT Operating System (OS) is Windows Vista or later, Linux, Apple, or other commercially available OS (if other, provide details below)? *
Security and event logging are enabled? *
Security and Event logs are audited on (no longer than) a three monthly basis *
 Principle 4 - Software Security
Maintain the confidentiality, integrity and availability of controlled information and protect against the execution and spread of malware by implementing appropriate software security measures on systems.
AVG, Norton, Kaspersky, McAffee, AVAST, Trend Micro, Webroot, Panda Security or other anti-virus software is installed and enabled (if other, provide details below)? *
Commercially available anti-malware software is installed and enabled (provide details below)? *
Automatic updates for anti-virus and anti-malware are enabled (for systems connected to the internet)? *
Principle 5 - Known Software Vulnerabilities
Maximise software effectiveness and minimise vulnerabilities by implementing and routinely updating preventative measures, such as applying system and software patches, keeping antivirus software up to date and only running supported software.
Operating system (from Principle 3) has automatic updates enabled or updates are downloaded and installed on a (no longer than) weekly basis? *
Principle 6 - Acceptable Use of Mobile Devices
Prevent mobile devices from becoming a security risk to the system or network they connect to by implementing, and educating personnel on, an effective mobile device usage policy.
Company has a policy regarding use of portable devices to reduce security risks? *
Staff using portable devices have read and acknowledged the policy? *
Statement by ACKNOWLEDGEMENT
To be completed by the Authorised Executive nominated in Part 1 of the Application to join Australian Community.
I certify on behalf of the organisation named in Part 1, that the measures detailed in Part 3 have been effectively implemented.
Any person who makes a false or misleading statement in an application may be prosecuted for an offence under Section 136.1 of the Criminal Code Act 1995. If found guilty, penalties (including imprisonment) may be imposed by the court.IMPORTANT - After completing all sections of this application, you must print the application and sign in the space provided below. A scanned copy of the signed application must then be included as an attachment to the email generated when you "Submit" this electronic form.
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